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INTELLIGENCE COMMUNITY DIRECTIVE 
NUMBER 304 
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A, (U) PURPOSE 

1. (U) PurauuiUo Intelligence Community Directive (ICD) 101. Section G.J.b.(3>, ICD 3Q« 
Human hittihgtnct it hereby amended 

2. (UJ Amendment* to if tit Directs vi: nie issued m conformity with ICD 1 13 Functional 
Managers. 

R. {U> EpFRCTtVE DATK: this Amendmcni becomei effective an the dale cf algnnitirv 



Deputy Director of National Iniclligence- 
for Policy, Plirn. and Rcquiicmcnl* 
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INTELLIGENCE COMMI NITY DIREC TI\ E 
NUMBER 3M 



HUMAN INT EL LIC EN C E 



A, PURPOSE 

1 Pursuant to Intelligence Community Directive I ICD t 101 Section Gib (3). IC D ■ >4 
Human Intelligence is hereby amended 

2 Amendment* to this Directive are issued in conformity with ICD 1 1 3 Functional Managers 

B. EFFECTIVE DATE; This Amendment become i effechve on ihe dale of signature 



SIGNED Pavtd R ShtM 

Deputy Dirtcioj of National Intelligence 
for Policy Plans and Requirements 
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INTELLIGENfCE COMMUNITY DIRECTIVE 
NUMBER 304 




HUMAN IN'imUGKNCE 
(EifECltVE: 6MAKCJI2O08) 



A. fU) AUTHORITY: The National Security Act of 1 947. jis «n»fi<teck Executive Order 12333, 
as amended; National Security Council Directive 5, U.S. Espionage Mid Counterintelligence 
Activities Abroad, 17 February 1972; and suhct applicfiblc provisions oflaw. 



B, (U) PURPOSE 




3. (U) This Directive rescinds portion* uf Director Of Central Intelligence Di«Clive (DCID) 
5/1 1 , Espionage and Counterintelligence Activities Ahmad, 19 December 19B4; and rescinds DC ID 
V2, Coordination of Overt Collection Abroad. 16 November 2001- 




irNClASSIFlliD//! QUO 



ICD 304 



INTELLIGENCE COMMUNITY DIRECTIVE 
NUMBER 304 




HI ALAN ENTELTIGENCE 
(Effective: 6 March 2008) 
f A.\ fEXDED : 9 JlTY 2009) 



A. AUTHORITY: The National Security Act of 1947. as amended: Executive Order 12333 ; as 
amended: National Security Council Directive 5. U.S. Espionage and C ounterintelligence Activities 
Abroad. 17 February 1971!: and other applicable provisions of law. 

B. PURPOSE 

1. This Intelligence C'ouimunity Directive (ICD) addresses clandestine and overt human 
intelligence (HUMINT) collection obtained both inside and outside the United States and 
establishes the Director of National Intelligence (DM) policy to integrate, prioritize, and maximize 
die Intelligence Community's (ICj HUMINT capabilities; to ensure coordination and deconiticiion 
of HUMINT and counterintelligence operations and activities across the U.S. Government (USG): 
to promote the use of core common standards for those who engage in HUMINT activities; and to 
enable greater collaboration across the USG to share services of common concern whenever 
feasible. 

2. This Directive delineates the roles and responsibilities of the DNI. the National HUMINT 
Manager (NHM). and those principal agencies or departments that conduct HUMINT activities. 

3. This Directive rescinds portions of Director of Central Intelligence Directive (DCID) 
onage and Counterintelligence Activities Abroad. IP December 1EJS4: and rescinds DCID 

3/2, Coordination of Overt Collection Abroad, 26 November 200 1 . 



1 Provisions jelatins fo foreign mtells gence liaison and ccimreiinrjellieenee remain in effect until .superseded by a DNI 
directive. 
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C. (U> APPLICAI1IJUTY 

I. (U) This Diieelive applies to the rniEllifi^ncre Conununity, n* defined by the Nautili al 
Security AiCt of 1947, ns amended, and other departments or agencies that may be designated by !hc 
Presidem. or designated jointly by the DNI and the head of ttte dcnaririitFil or agency concerned, as 
an element of the IC; and lo activities funded l>y the National Intelligence Program, 

J. (U) This Directive also applies to other elements or the USG engaged in the collection of 
intelligent* through: HUMINT activities, eounterintclligcnceaoiviEics'.HH activities that involve 
the use of clattde.fiisr.fi inerhudji, to (he extent permitted by and in accordance with applicable 
provisions of statute or executive order. 

3. (U) Tliis Directive d0e$ net apply to purely law enforcement investigations or activities. 
When law enforcement investigations or activities also- involve national intelligence or intelligence 
related to national security, this Directive shall apply if it is not otherwise inconsistent with any 
applicable Attorney General Guidelines, headquarters-level federal law enforcement policy, or 
written interagency agreements. 

4. (I!) Where there me overlapping or pnrallcl authorities or responsibilities with ICD 113. 
the National HUM INT Manager shall exercise those authorities and responsibilities under (CO 1 13. 
mid IC elements shall act in accordance with ICD 1 13, 

ix f,uj policy 



(U) Tlie DNI is coustnitted to ensuring that HUMINT activities ate executed in a prioritized, 
coordinated, integrated, and: professional manner; ihaiUSG elements engaged in the collection of 
intelligence through HUMINT activities, counterintelligence activities, or uciivlucJi that involve die 
use of clandestine methods are coordinated and deconflicted with IC HUMINT activities; that 
KUMINT practitioners use core common standards; and lhat there is transparency into HUMINT 
support capabilities lo allow all IC elements to benefit from technical or other advances. The 
overall polity goal is lo create a HUM WT enterprise thai is efficient, inlcropcrnblc, provides 
necessary operational transparency, adequately protects sources and methods from compromise, end 
has a workforce with common skills and coordinated objectives so that it cm respond to a greater 
number of requirements. 



I. (U) Neuronal HUMINT collection conducted by the IC shttll he conducted in accordance 
with Presidential priorities described in (he National Intelligence Priorities Fmmework and DNI 
policy directives or guidance 
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C. APPLICABILITY 

1 This Directive applies to the Intelligence CommTiciry. as defined by the National Security 
Act of 1347. as amended. And othei departments of agencies that may be desa/itiated by the 
President, or designated jointly by the DNI and the head of the department or agency concerned, as 
an clemenl of the It and to activities funded by the National Intelligence Program 

2 Tins, Directive also applies to cilia elements of the USG engaged in the collection of 
mtelhgerice through HUMINT activities, counterintelligence activities - or activities that involve 
the lis* of clandestine methods, to the extent permitted by and in accordance with applicable 
provisions of statute or executive order. 

3 This Directive does not apply to purely law enforcement investigations or activities 
When law enforcement investigations or activities also involve national mtelkgence or intelligence 
related to national security, this Directive shall apply if it is not otherwise inconsistent with any 
applicable Attorney General Guidelines, headquarters-level federal law enforcement policy, or 
written interagency agreements 

4 Where there art overlapping or parallel authorities or responsibilities with ICD 1 13. ihe 
National HUMINT Manager shall exercise those authorities and responsibilities under ICD 115. and 
IC elements shall act in accordance with ICD 1 S3 

D POLICY 

The DNI is committed Jo eostmog that HUMINT activities are executed in a prioritized, 
coordinated integrated and professional manner that USG elements engaged in the collection of 
intelligence through HUMINT activities, counterintelligence activities, or activities thai involve the 
use of clandestine methods are coordinated and ^conflicted with IC HUMINT activities that 
HUMINT practitioners use core common standards, and that there is transparency into HUMINT 
support capabilities: to allow all IC elements to benefit from technical or other advances The 
overall policy goal is to create a HUMINT enterprise that is efficient, interoperable, provides 
necessary operational transparency, adequately protects sources and methods from compromise and 
has a workforce wnh common skills and coordinated objectives so that it can respond to a greater 
number of requirements 

1. National IIUMINT collection conducted by the IC shall be conducted in accordance with 
Presidential priorities described in the National Intelligence Priorities Framework and DNI policy 
directives oi guidance 

2 The IC s HUMINT collection capability shall be integrated into the National Intelligence 
Coordination Center structure to allow for the strategic management of collection capabilities across 
ihe intelligence, defense foreign and dome site realms 



: Fot the purpose of this [CD. 'twotcnnttllujenct Kftvisei" uuam, jpteifLcilly cwstennielhiieac* Mttvinet 
revoking human sources. 
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6. {U) Coord illation find deconfliclion of activities referenced in sections DA Mid D,5 shall 
be coiiipf ehcnsi ve and continuing and shall bs handled su the lowest practicable level by the 
affected departments and agencies. 



7. (U) Coordination procedures developed under sections D,4 through D 6 shall beta 
accordance wiih Executive Or&tt 6i amended, or succe&sor executive orders 

8. (UJ Intelligence obtained from IC HUMINT operations or activities shrill he 
disseminated, pursuant to DN1 policy, to the ittajtirruim extent passible, with due rtgaid for die 
prulcctiun of sources and methods 

(U) IC elements shall conduct services of common concern for HUM INT operations and 
acli vilies On behalf of tho IC js rccoimmcndcd by ihe NHM, and approved by thu DNI, in 
coordination with affected IC elements. 

E. (U) BOLES AND KJ^PONSOllLIflEy 

I (m Officii of the Director of Nations , ! told licence . The Deputy Director of National 
Intelligence for Collection (DDNl/C) is delegated all authorities and responsibilities of the DNI 
with rcspccl lo OiEiiblisliirig t.ibj^crjves, priorities and guidance far nations! HUMINT activities; 
resolves conflicts in collection requirements; evaluate* die effectiveness of the nniirwta.1 HUMTNT 
enterprise; supports HUMINT policy development; and in coordination with the Associate Director 
of National Intelligence and Chief Financial Officer advises the DNI on HUMfNT resource 
allocation* within the National Intelligence Program and the Military Intelligence Program. 
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3 HUMINT opefinoui and activities shall be gtuded bv core common MancLuds and 
guideline* usued by the NHM in collaboration with the held* of IC elements and other USG 
entities, as sppropiiaic 

4 HUMINT operation! and ac unties conducted by a member of ibe IC or funded under the 
National Intelligence Program shall be coordinated and decoufheted under wrifirn nocedrtre* 

dev eloped bv the NHM in coordination ivith IC members 

5 Operation!, and activities conducted by other USG entities engaged in activities that 
involve the use of clandestine methods ot engaged in the collection of intelligence through 
HUMINT or cooniennteltif eace actrvines. should be coordinated and deconflicted pursuant to 
Written procedures a creed upon bv the NHM and die heads of departments as appropriate 
containing USG entiiies engaged m such actr. mo Apieeiuenti at the cabinet level snail be 
approved by the DNI The NHM lull Icrqi the DM tiillv ar.j •un«it]v infoimed of all other such 
agreements Existing interagency coordination and deconfliction aereemenis are herebv approved 
by a* DNI and remain tn effect until nperseded 3 

6. Coordination and deconflinioo of activities referenced in section* D 4 and D s 'dull be 
compiehensive and continuing and shall be handled at the lowest practicable level by (he affected 
departments and agencies 

7 Coordination procedures developed under sections D 4 through D 6 shall be in 
accordance with Executive Order 12333 as amended or successor esecims-e orders 

6 Intelligence obtained from IC HUMINT operations or activities shall be disseminated 
pmuiant to DNI policv. to the maximum extent possible w ith due regard for the protection of 
sources and methods 

9 It elements shall conduct services of common concern for HTJJifJNT operations and 
activities on behalf of the IC as recommended by the NHM. and appioved by the DN] in 
coordination with a flee ted IC elements 

E, ROLES AND RESPONSIBILITIES 

I Office of the Director of National Intelligence Tbe Deputy Director of National 
Intelligence for Collection (DDN1C) is delegated all authorities Hid i expansibilities of the DNI 
with respect to establishing objectives priorities and guidance for national HUMINT activities, 
leiolves conflicts in collection requirements, evaluate* the effectiveness of the national HUMINT 
enterprise, supports HUMINT policv development and in coordination with the Associate Director 
of National Intelligence and Chief Financial Officer advises the DNI on HUMINT resource 
allocations within the National Intelligence Program and the Military Intelligence Program. 



'v.!*{&s -ukium -at L'niniUniiof Cockmwj Oifiieu mi Dcnnuc AettvittM of tht Onaii InteUatae* Agency and 
the Federal Bureau of Imemncoa June 200?. Menuriadua of Apeemeai Between the Department of Defease and 
Central ImelkjXBce Asncv (ccucerii adz ■ ' - s *nt»iuil Actmoev Juiv 2005 nod current Annexe* 
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2 National HUM INT Maiugci The Diiecioi Ceuix.il inielligeiice Agency is the NHM 
with the responsibility to: 

a. Manage the national HUMINT colter (ion capability in accordance with Presidential 
priorities and DNI guidance. 

b. Issue annually an integrated national HUMINT plan, with associated goals and 
performance objective? 

c Ensure integration of national HUMINT collection capabilities into the National 
Intelligence Coordination Center 

d. Ensure the most effective use is made of resources and appropriate account is taken 
of the nsfcs to the United States and to those involved tn HUMINT collection operations and 

activities 

e Develop, promulgate and overse e implementation of core common standards fox 
clandestine and overt HUMINT. including human source validation, training, intelligence collection 
requirements evaluation tuielligenee reporting, source drbcnptjoa lexicon, cover tttppon, and ether 
HUMINT trad? craft practices. 

f Designato tn accordance with section D 9 of this Directive IC component, in 
coordination with affected IC elements, to manage services of common concern, including an 
interagency ionic* registry, interagency technology registry, interagency cover registry (foieign and 
domestic), and a lessons learned compilation 

g Develop, promulgate, and oversee implementation of procedures to coordinate and 
deconfhet HUMINT operations and activities conducted by IC elements or funded by the National 
Lncclligence Piogiani. in accordance with the policy stated in sec boa D 

b_ Negotiate written agreements with other USG entities engaged m collection activities 
thai involve the use of clandestine methods or that collect intelligence through HUMINT or 
counterintelligence activities to ensure these operations and activities are coordinated and 
deconflicted with HUMINT operations and activities conducted by IC elements. Agreements at the 
cabinet level shall be approved by the DNT. The NHM shall keep the DNT folly and currently 
infermed oi all ethei such Lgreemeafls, 

L Coordinate with the Federal Bureau of Investigation and Central Intelligence Agency 
to ensure counter intelligence operations or activities conducted inside and outside the United Slates 
are aligned 

j Establish such comnultees. boards, at other meclianisnis to facilitate HUMINT 
collaboration and integration as the NHM determines necessary 
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b. (U) Conducts HUM [NT services or common concern on behalf of the JC in 
Accordance with section C.2.f. 

5. f L U^ Department of Defend . 




b, (U) Conducts HUM [NT services of common concern on behalf of uw IC in 
accordance with section E.Zf . 

ft. (U> Other IC Elements wliii Authorit y to B a e c u t g Nati o n ^ H U MINT Aciiviriea T^ese 
IC elements shall: 

a, (U) Be responsible for executing their HUMINT activities in accordance with (hiit 
Directive, And other applicable DN1 end ISf^TM directives, policies, nnd guidance, 

b- (U) CoiLduct IlUMiNf services of common concern on behalf of the IC in 
eraotrUncfi with set: tin i- B.2T. 



F- (U) EtTECTIVE DATK: Tins Directive becomes effective on the date of signature 



MlGNliO;/ JM McConaaU — Mar 2008 



Director of National Intelligence Dflle 
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Central Intelligence Agency 

t, Collects, analyzes, produces, and disseminates foreign intelligence and 
EOtliilexinlcllig-ence. including infoimalion obtained through clandestine nie.in.-s 

b. Conducts HUMINT services of common concern on behalf of The IC in accordance 
with lection Elf 

4 Federal Bureau of Investigation . 

i Collects, analyzes, produces, and disseminates foreign intelligence and 
tounteruitelligence informal ion including information obtained through clandestine means 

b Conducts HUMINT services of common concern on behalf of the IC in accordance 
with section E 21 

5. Department of Defense 

a. Collects, analyze*, produces, and disseminates foreign intelligence and 
i:ounr«in[elligence information, muluduig information obtained through clandestine means 

b Conducts HUMINT services of common concern on behalf of the IC in act ordance 
with section E 2 f '. 

6. Other IC Elements with Authority to Execute National HUMINT Activities . These IC 
elements shalL 

a Be responsible for executing then HUMINT activities ui accordance with this 
Directive, and other applicable DNI and NHM directives, policies and guidance 

b. Conduct HUMINT services of common concern on behalf of the IC in accordance 
with section E.2.1 



E. EE EEC TIVE DATE: This Directive becomes effective on the date of signature. 



. SIGNED J M McConnell 6" Mar 2003 



Director of National Intelligence Date 
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MPmiJOK A-DEFINI'I'IONS 
ICO 304, Human itftelligttlCe 

1. (II) Clandestine , Any HUM INT or other activity or operation sponsored Dr conducted by 
governmental departments or agencies with the intent to assure secrecy or concealment. 

2. (U) Counterintelligence . Informal Ion gMhcrcd and activities conducted to identify, 
deceive, exploit, interdict, disrupt, or protect against espionage, other intelligence- activities, 
sabotage, ov assassinations conducted for or on hcltslf of foreign powers, foreign organfr-EitioEiK or 
persons. 01 international icaorist organizations or activities. 

3. fU) Forcirjn T.njei licence . Information relating to the capabilities, intentions, and 
achviitesof foreign govcniroeiUfi or elements thereof, foreign organizations, or foreign persons, or 
international terrorist activities. (NBA § 3(2)) 

4. (IJJ Tj » man In tcijj pe nce (HUMINT) . A category of intelligence derived from 
information collected and provided by human sources. >(ICD 1 ) 

5. (U) Iniaittacncc. Community . Includes the following: (he Office of the DNI;the Central 
Intelligence Agency; llie Nat tonal Security Agency; the Defense Intelligence Agency; the National 
GfiogpDtiaMnrcliigcnGC Agency: the National Reconnaissance Office; oilier offices within Ihe 
Department of Defense for the collection of specialized national intelligence through reconnaissance 
program; ; the intelligence elements of the Army, the Navy, (he Air Force, lite Marine Corps, tlie 
Federal Bureau vi Invcaugaliorh the Drug Enforcement Atiiuinisl ration, and the Dcpariincru of 
Energy; the Bureau of Intelligent and Research of the Department of Slate; the Office of Intelligence 
end Analysis of the Department of die Treasury; elements of Uic Department of Homeland Security 
concerned with the analysis of intelligence information, including the Office of Intelligence of Hit; 
Coast Guard; such outer elements of any oilier department or agency as may be designated by the 
President, or designated jointly by lire Director of National Intelligence and the head of the department 
or agency concerned, sa an clement of the Intelligence Community, (NSA § 3 (4}) 

G. fU) Nntton ill Intel iiaen ce and lntcllie;n ce Belated m NafortalSectuiiy, Refers to all 
Intelligence, regardless of the source from which derived and including information gathered within 
or outside the United S totes, tint pertains, as determined consilient with any guidance issued by the 
President, to more than one U S. Covcmmeni agency; and that involves tl treats to the United Slates, 
its people, properly, or interests: tltc development, proliferation, or use of weapons of mass 
destmciion. or nny oilier matter bearing on U.S.. national or hoi rid rind security, {NSA f 3(5)) 

7. (U) National. Intelligence Pr o gram fTJfp V All programs, projects and activities of the IC r 
as well sis any other programs of the iC designated jointly by tire DN1 and tire head of a U.S. 
department or agency or by the President. It doe?; not include programs, projects or activities of (lie 
military departments to acquire intelligence solely for the planning and conduct of tactical military 
operations by U.S. armed forces. (NSA 5 3(6)3 

8. (U) Overt . Activities that are openly acknowledged by Or are readily nitnbutabic to the 
U.S. Government, and Include activities designed: to acquire information l (trough legal and open 

UNCLASSlFIEDAFetfe- 
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APPENDIX A-DEHSITIOSS 

IC D *04. Human fniflligt'itt? 

1 . Clandestine . Any HUMIS'T oi other activity or operation sponsored or conducted by 
governmental departments or agencies with the intent to assure secrecy or concealment 

2. Counterintelligence. Information gathered and activities conducted to identify, deceive 
exploit, interdict, disrupt. Or protect against espionage other intelligence activities sibciage or 
assassinations conducted for or on behalf of foreign powers, foreign organizations or persons, or 
international terrorist organizations or activities. 

3 Foreign Intelligence Information relating to tne capabilities, intentions, and activities of 
foreign governments at elements thereof, foreign organizations, or foreign persons, or international 
terrorist activities (NSA § 3(2}) 

4 Human Intelligence (HUMINT) . A category of intelligence derived from information 
collected and provided b\ human sources (ICD 1 ) 

5. Intelhrjence Commitmry . Includes the following: the Office of the DM; the Central 
Intelligence AgenCv the National Security A gency. ihe Defense Intelligence Agency, (he National 
Geospatial-Intelligence Agency; tie National Reconnaissance Office: other offices ivithin the 
Department of Defense for the collection of specialized national intelligence through reconnaissance 
programs: ihe intelligence elements of the Army, the Navy, the Air Force, the Marine Corps the 
Federal Bureau of Investigation, the Drug Enforcement Administration, and the Department of 
tacrg tL- Bi:: cJ.ii oi ' LiIc^cl.c JuJ Ke ^i: .L .1 lie Dc-..u'::lci.' A .'.itr. the Ui'iLc InrcllifieiKc 
and Analysis of Ihe Deparhjietit of the Treasury, elements of the Department of Homeland Security 
concerned with the analysis of intelligence information, inc hiding the Office of Intelligence of the 
Coast Guard: such other elements of any other department or agency as may be designated by the 
President, ot designated jointly bv She Director of National Intelligence aud the head of the department 
or agency concerned, as an element of the Intelligence Community (NSA § 3 (4)j 

6 National Intelligence and Intelligence Related to National Seemly Refers to alt 
intelligence, regardless of the source from whic h derived 3nd including information gathered within 
or outside the United States, that pertains, as determined consistent with any guidance issued by the 
President (a more than one U S Government agency and ilial involves, threats to the United States., 
its people, property, or interests; the development, proliferation, or use of weapons of mass 
destruction: or any other matter bearing on U.S. national ot homeland security. (NSA § 3(5)) 

7 National Intelligence Program fTNIP> . All programs, projects and activities, of the IC. as 
well as any other programs of the IC designated jointly by the DNI and the head of a U.S. 
department or agency or by the President It doe* not include programs, projects or activities of the 
military departments to acquire intelligence solely for the planning and conduct of tactical military 
operations by U.S. armed forces. (NSA § 3(6)) 

3 Overt Activities that are openlv acknowledged oy or are readdy attributable to the U.S. 
Government, and include activities designed to acquire information through legal and open means 
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means without couceitlnianl. Information mny lie collected by ubaiii vdliaa. diciUKLon or from 
knowledgeable liuiunii ioureas. 



without concealment Information may be collected by observation, elicitaticn. or from 
knowledgeable human sources 
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